CPPA Board Hearing Recap

Today, the California Privacy Protection Agency (CPPA) Board considered proposed revisions to the Automated Decision Making Technology (ADMT) regulations based on the feedback they provided at their last hearing. 

The Board voted unanimously to move the narrowed, modified regulations forward and open a public comment period. This public comment period will likely start next week and run through June 2nd. Staff will make slight modifications, based on discussion at today's meeting.

The modified regulatory text (and agency explanations) can be found here: https://cppa.ca.gov/meetings/materials/20250501.html 

The revisions CPPA released ahead of today's hearing paired back the ADMT regs:
-Phasing in the requirement for firms to submit Cybersecurity Audits. Firms making over $100 million in annual revenue will have to submit their first Cybersecurity Audits by April 1, 2028. Firms making between $50 - $100 million by April 1, 2029. Firms making under $50 million by April 1, 2030.
-Consolidating cybersecurity report requirements.
-Revising thresholds for risk assessments.
-Streamlining requirements for conducting and documenting risk assessments.
-Providing examples for how a business could supplement an assessment for another state (most likely Colorado) to meet California's requirements.
-Revising definitions of ADMT and "significant decision."
-Clarifying pre-use notice requirements.
-Clarifying what must be included in response to a request to access ADMT.
-Removing provisions allowing people to opt out of first-party targeted advertising.
-Striking all references to "artificial intelligence.”

Key Board Member Comments:
Alastair Mactaggart felt that the revised language put the regulations in a better place, but he still maintained some concerns about the economic impacts of the regs and possible statutory overreach by CPPA.

Chair Jennifer Urban ultimately supported the revised regulations, but expressed concerns that the Agency was going too far to assuage concerns of business. She felt that the regs were "cut to the bone."

Drew Liebert essentially seconded Urban's concerns.

Jeff Worthe and Drew Liebert both initially pushed for a faster phasing in of required Cybersecurity Audits, but came around after considering implementation challenges.

Mactaggart expressed concerns that there will not be a robust enough market of Cybersecurity Auditors. Urban and Liebert both thought that an auditor market would be stimulated by putting the regs in place.

New board member Brandie Nonnecke said she was "sympathetic to businesses being compelled to do risk assessments under the uncertainty that that third party [auditor] is actually doing due diligence." She asked about AB 1405 (Bauer-Kahan) which would create state enrollment for AI Auditors and seemed to think that this would help protect businesses hiring auditors. Nonnecke did not make statements at the hearing, and rather focused on asking questions.

Mactaggart continued to express concern that CPPA was acting like a Civil Rights Agency rather than a Privacy Agency. There is a fundamental disagreement between Mactaggart and Urban on whether CPPA needs to wade further into discrimination issues. CPPA staff is going to take a further look at the definitions around profiling in the proposed regs.

CPPA Staff Comments:
Staff estimates that direct costs to industry in Year 1 of implementing these modified regs will be $1.2 billion vs $3.46 billion under the previous iteration.

What Happens Next:
CPPA will open a public comment period on these revised regulations that will run through June 2nd. CPPA must vote to adopt and submit final regulations to the Office of Administrative Law (OAL) by the end of November, otherwise the ADMT rule making must start over. CPPA next will meet on the ADMT regs in July.


