


September 3, 2026

The Honorable Gavin Newsom
Governor, State of California
State Capitol, Suite 1173
Sacramento, CA 95814

RE: AB 1542 (Ward) – Sensitive Personal Information — REQUEST FOR VETO
Dear Governor Newsom:
The California Chamber of Commerce and undersigned organizations respectfully request that you veto AB 1542 (Ward). We opposed this bill throughout its consideration in the Legislature, and the amendment taken on June 25, 2026, did nothing to address our core concern: AB 1542 replaces the California Consumer Privacy Act’s (CCPA) “right to limit” model for sensitive personal information (SPI) with a categorical prohibition on selling or sharing that information with third parties, without recognizing any legitimate purpose for which a business should be permitted to disclose SPI — even with the consumer's own permission. While we do not disagree with the author’s goal of strengthening protections for SPI, this goal can be achieved without disrupting critical software functionality that consumers, businesses, nonprofits, and governmental entities may be relying on.  Specifically, it could be achieved by granting consumers a right to opt-in in place of their current right to opt-out, protecting their information the same way we do the information of minors’ data.  We offered that solution to the author several times, with the support of numerous legislators who ultimately did not support the bill as a result, but it was rejected each time. 
AB 1542 Takes Away Consumer Autonomy That the CCPA Was Built to Protect
Since its enactment in 2018, the CCPA has been built around the principle of consumer control. The Assembly Privacy and Consumer Protection Committee's own analysis of AB 375 — the bill that created the CCPA — used the word “control” four times in the first five sentences describing the Act's purpose: to give consumers “an effective way to control the collection and sale of their [personal information] by businesses, service providers, and third parties.” In 2020, voters reinforced and expanded that control through Proposition 24, giving Californians strong, specific rights over their SPI: the right to be told before collection what SPI will be gathered and whether it will be sold or shared; the right to limit a business's use and disclosure of SPI to what is reasonably necessary; the right to opt out of the sale of SPI (or opt in, for consumers under 16); and the rights of deletion, access, and disclosure that apply to all personal information.
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AB 1542 abandons that framework. Rather than building on the opt-out and opt-in framework voters approved in the CCPA, the bill would — for the first time—remove consumer choice and substitute a blanket, one-size-fits-all prohibition. If the concern is that some businesses do not honor existing CCPA limits on third-party sharing, or that consumers do not know their rights, the answer is stronger enforcement 
and better disclosure. A far more targeted, and far less disruptive, fix was available and offered to the author: transition SPI sharing from an opt-out to an opt-in mechanism, which would require businesses to obtain a consumer's express consent before selling or sharing their SPI with third parties. The CCPA’s existing ban on obtaining consent through “dark patterns” (Civ. Code § 1798.140(h), (l); see also CPPA regs. § 7004) would have worked to ensure that consumers were adequately informed. An opt-in mechanism would therefore have allowed consumers to continue making informed choices as to whether use of a service merited sale or sharing of their SPI, rather than eliminating this choice altogether. 
The Bill's Categorical Ban Creates Serious, Unintended Consequences
With the August 21st amendments, the author chose to exempt one narrow use case for commercial credit reporting as it relates to social security numbers (one type of SPI), but left other critical uses prohibited. In other words, the author is acknowledging that there is at least one critical use case for when SPI needs to be shared with a third party. The problem is that, by enacting a categorical ban, the bill continues to prohibit other critical use cases which have developed around the CCPA’s existing framework, and prevents the development of future software in which sale or sharing of SPI (with consumer consent) may be essential to useful functionality.  
The CCPA is built on very broad definitions — where “sale” is not limited to an exchange of money, but can include other forms of consideration, and “third party” sweeps in not just data brokers but governmental entities, nonprofits, researchers, and political organizations — a categorical ban on sharing SPI has consequences well beyond its intended target. As a result, this bill would significantly alter, if not constrain, several common and lawful business operations and even beneficial uses by other third parties—from business to nonprofits, to researchers, to political organizations, and government entities. Here are some examples:
· Emergency-response data sharing: Notably, organizations responding to disasters or coordinating relief efforts often rely on SPI, such as geolocation or household data, to allocate resources efficiently and reach those in need. For example, telecom providers, technology platforms, utilities or others may supply data to public authorities and relief organizations to help map population displacement, prioritize aid delivery, identify vulnerable households and support emergency response, subject to safeguards. Under AB 1542’s categorical prohibition, businesses are likely to be restricted from providing this information to some extent, potentially impeding timely relief, limiting the effectiveness of resource allocation, or requiring complex contractual arrangements that are impractical in emergency situations. AB 1542 could also prevent a business from transmitting precise geolocation data to first responders after a car crash, even if the customer would have consented to exactly that disclosure.      
· Fraud detection and consumer services. Many consumer-facing services rely on the ability to share SPI such as precise geolocation or device level signals across multiple independent entities, rather than within a single business-to service provider relationship. For example, fraud prevention tools often rely on signals observed across multiple merchants to detect coordinated attacks and prevent account takeovers. Smaller merchants often use third-party networks to verify government-issued identifiers, analyze transaction patterns across multiple businesses, or detect fraudulent activity they could not identify on their own. Location-based services depend on third party data inputs to provide accurate, real-time recommendations and navigation. Smaller entities often rely on third-party platforms that use data such as geolocation to reach local customers. Because these use cases inherently involve data sharing across multiple independent entities, they may not fit neatly within service provider or contractor relationships. To the extent AB 1542 restricts such third party sharing of SPI without clear exceptions, those widely used consumer services could become less effective, leading to increased fraud, reduced service, or diminished real-time responsiveness for consumers.
· Government risk management. Businesses and certain government entities frequently rely on third-party services to enhance their internal data, including for risk assessment and compliance with regulations such as Anti-Money Laundering (AML) or Know Your Customer (KYC). Similarly, government contractors or verification vendors may rely on shared SPI to ensure public program integrity, prevent fraud, and confirm that benefits reach intended recipients. By restricting the ability to share SPI with third-party risk and security services, AB 1542 could leave government programs more exposed to identity theft, account abuse, operational disruption, or verification gaps. 
 
· Independent advertising measurement for small businesses. Businesses and other entities often depend on neutral, third-party providers to measure the effectiveness of advertising or other initiatives, whether for commercial or political purposes. For instance, a small local clothing store runs an online ad and wants to know, “Did people who saw this ad actually walk into my store?” To do this, the store may use an independent provider to determine whether a digital advertising campaign resulted in in-store visits using precise geolocation signals, comparing the people who saw the ad with the people who physically visited the shop using precise geolocation signals. Under AB 1542, if that provider is considered a third party, the use of SPI for this purpose would be restricted, effectively ending independent verification. For small and medium-sized businesses, this is particularly problematic, as they are forced to rely on the self-reported metrics of the platforms they place ads with and have small ad-spend to begin with if they get it wrong. It is easy to envision this also being very problematic in other contexts, such as political campaigns.
· Implications for socially beneficial third-party uses. AB 1542 does not distinguish between commercial and socially beneficial uses of SPI. For example, it does not provide clear exceptions for the public interest, or academic or research purposes. As a result, nonprofit organizations, academic researchers, and political or community groups could face limitations from receiving SPI, even when their work benefits the public. 
· Public health research: nonprofits or universities tracking vaccination coverage or disease outbreaks could face limits on access to precise geolocation or other sensitive data, which may limit their ability to generate timely insights. 
· Community and political engagement: local advocacy and voter outreach groups could be limited from targeting constituents in specific areas or evaluating how their ad placements are performing, which may reduce the efficacy of outreach and engagement programs. This is particularly true for those community groups and organizations focused on health and social issues, including affinity groups and support groups relating to health and sexual identity, immigration or civil rights organizations, or religious organizations, which currently rely on information deemed SPI.
Finally, AB 1542 risks sweeping in routine, lawful data-sharing practices that underpin everyday internet operations: cloud storage, basic website functionality, and processing carried out under standard data-processing agreements.
Narrower, More Targeted Approaches Already Exist
AB 1542 is not the only tool available to strengthen protections for SPI, and it is not the approach the Legislature has taken when it has identified a specific, well-defined harm in this space. In 2023, AB 1194 (Carrillo) amended the CCPA narrowly and precisely — limiting the exemption that allowed disclosure of reproductive-health-related personal information to law enforcement — without disturbing the CCPA's broader right-to-limit framework. That approach shows a categorical, economy-wide ban is not necessary to address a specific privacy concern. It is the kind of narrowly tailored fix that should guide this policy area going forward, rather than a blanket prohibition that reaches routine security practices, emergency response, public-interest research, and small-business advertising alike.
Conclusion
AB 1542 would take California privacy law in the wrong direction — trading the consumer choice at the heart of the CCPA and Proposition 24 for a categorical prohibition that carries serious safety, security, and economic consequences, while leaving a more balanced opt-in alternative unexplored. We raised these concerns at each hearing and again after the June 25 amendments, yet the bill’s core defect remains unaddressed. For these reasons, we respectfully request your veto of AB 1542. We would welcome the opportunity to work with the author, the sponsor, and your office on an approach — such as an opt-in requirement for the sale or sharing of sensitive personal information — that strengthens consumer privacy without eliminating consumer choice.
Thank you for your consideration.
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Ronak Daylami
Vice President for Advocacy | Privacy, Cybersecurity & Emerging Technologies
California Chamber of Commerce

on behalf of:
American Property Casualty Association
Association of National Advertisers
California Chamber of Commerce
California's Credit Unions
California Retailers Association
Civil Justice Association of California
Computer & Communications Industry Association
Internet Works
Insights Association
Software Information Industry Association
TechNet
image17.png




image1.png
CALIFORNIA
/&RETAILERS
ASSOCIATION





image8.png
L‘A
‘ Callfornla s

~, Credlt Unions

A\




image9.png




image10.jpeg
n

INSIGHTS
ASSOCIATION




image11.png




image12.png
<

CHAMBER
OF PROGRESS





image13.png




image14.jpeg
www.ataaction.org

&ACTION

Telehealth Policy to Transform Healthcare




image15.png
0
0::2 SIIA




image16.jpeg
CALBROADBAND




image2.png
‘ American Property Casualty
# — Insurance Association”
INSURING AMERICA  apci.org




image3.png
"' TECHNET

oooooooooooooooooooooooooooo




image4.png




image5.png




image6.jpeg
CIVIL JUSTICE

ASSOCIATION OF CALIEORNIA




image7.jpeg
. Computer & Communications
Ccl Industry Association

‘Open Markets. Open Systems. Open Networks.




